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Abstract

Every academic institute has special concerns for stsdatténdance in examination halls. At present, in
developing countries attendance is usually taken using papets stieg the old file system. The
effectiveness of this style is low because it is higldipor-intensive, error-prone, susceptible|to
examination malpractices, time wastage, data manipuladiod,impersonation among others. On the
other hand, Wireless Sensor Network is concerned with s&ingors technology to acquire, store, trace
and transfer examination attendance data to the host computepdor generation and data analysis.
The system uses fingerprint recognition as well aseld#s Sensors technique for obtaining studgnt’s
examination attendance, porter registration of courses dmohtpayment clearance. The design was
achieved with the system divided into units of operationesawh unit is designed as a single entity and
later combined into a whole.
The proposed solution is limited to four nodes and a serternddes can communicate with the Senver
via signaling. The transmitter used is connected togefprint interface unit and a database server|and
can only transmit through a distance of approximately 100mé&hedour nodes were arranged using a
star topology network.
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1 Introduction

Wireless sensor networks have been attracting many céseéforts during the past few years. It has
inspired tremendous research interest in diverse applicdtiorain such as structural health monitoring,
underwater marine, life monitoring, military and secusityveillance, health-care, smart homes, automotive
industry, habitat monitoring, forest fire detection, &leaic nose etc. A typical sensor network consists of
hundreds to thousands of sensor nodes, each equipped withsvhkinols of sensors, deployed over a
geographical region of interest. A sensor node by itsdf several resource constraints in terms of memory,
battery power, and computation and communication capabilliesever, a group of sensors collaborating
with each other can accomplish a much bigger task efflgi¢l].

Although Wireless sensor networks are highly dynamic and prorfaults, mainly because of energy
shortages, connectivity interruptions, and environmentdboles, yet the field of Wireless Sensor Networks
(WSN) is developing very rapidly with the main researchedionrouting, localization, and data fusion. An
effective information system needs to support a attivities. These activities will enable human beings to
achieve with effectiveness the objectives of the orgéiniza through computer-based information
technology. In the past, the styles adopted in examinatiendahce management include hand-written
signatures, card bell, magnetic card, IC card and R& atiendance machines. In fact, every academic
institute has certain criteria for students regardigy tattendance in examination halls. That is why kegpin
the accurate record of attendance is very important. Bvitre @resent, attendance is still being taken using
paper sheets and the old file system, particularly in theldewg nations and this is long overdue.
Development of Wireless sensor network for examinatiorendance management system offers
effectiveness through its functions in capturing data, miiingi time-constraint, and saving effort to
write/collect/check attendance slips resulting in an ieffic way of administering and managing the
attendance procedure.

2 General Overview of Wireless Sensor Networks

Wireless sensor networks are emerging applicationsrep@e computing, consisting of many small, low

power, and intelligent sensor nodes and one of more basensta®ensor nodes gather information in
diverse settings including natural ecosystems, battlsfieldd manmade environment. This information is
sent to one or more base stations. Sensor nodes work s resource constraints such as limited
battery power, computing power, memory, wireless badtihwiand communication capability, while the

base station has more computational, energy and commuonicasiources.

Sensor network applications can be categorized accordirtg tpérational paradigm: data gathering and
event-driven. The data gathering application requires sermtes to periodically report their data to the
base station. In the event-driven application, nodessenyg data when an event of interest occurs [2].

Wireless Sensor Networks, or WSNs, have been usedatiechetter data collection in scientific studies,
create more effective strategic military defenseéspgint the origin of a gunshot, and monitor factory
machinery [3]. All of these uses depend on the abilitgdtbect data such as light, vibration, moisture,
temperature, and more, as well as the ability to comratmiwith each other. This last ability is what makes
a collection of motes so much more powerful than any ingbarticular.

2.1 Wireless networking

Besides hardware technologies, the development of W3dselies on wireless networking technologies.
The 802.11 protocol, the RST standard for wireless lams networks (WLANS), was introduced in 1997.
It was upgraded to 802.11b with an increased data rate ahNtAfCA mechanisms for medium access
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control (MAC). Although designed for wireless LANs that aiyiconsists of laptops and PDAs, the 802.11
protocols are also assumed by many early effot¥ ®Ns.

2.2 Overview of biometric systems

Biometric technologies enable automatic personal recognition baseghysiological or behavioral
characteristics [4-5] Biometric is defined as the “autochadentification or verification of human identity
through the measurement of repeatable physiological and behavlmeacteristics” (Association of
Biometric, 2004). Biometric systems have been widely usedthe purpose of recognition. These
recognition methods refer to automatic recognition of people basesome specific physiological or
behavioral features. There are many biometrics that cairtileed for some specific systems but the key
structure of a biometric system is always same [6].

Some of the most commonly used biometric systems areigiydcognition (ii) Facial recognition (iii)
Fingerprint identification (iv) Voice identification (MPNA identification (vi) Hand geometry recognition
(vii) Gait recognition (viii) Signature verification [7]. &viously the biometric techniques were used in
many areas such as building security, ATM, credit camiisiinal investigations passport control [8].

The proposed system uses fingerprint recognition as agelWireless Sensors technique for obtaining
student’s attendance. Human beings have been using fingefprimescognition purposes for a very long
time [9] because of its simplicity and accuracy.

Although the idea of attendance tracking systems usinglfaecognition techniques have also been
proposed but it requires expensive apparatus and are nogde#irequired accuracy.

Fingerprints identification usage is based on two factors:

(i) Persistence: the basic characteristicdeatdres do not change with the time.
(i) Individuality: fingerprint of every persan this world is unique [4].

2.3 Review of related work

Notable works have been done in the area of wireleseisaasvork based examination attendance system
some of which are reviewed as follows.

[10] describes the integration of mobile device with software fecording examination attendance, a
wireless based examination attendance system was develoggeinentedvith RFID (Radio Frequency
Identification) chip. The RFID card reader was plugged the microcontroller via MAX232 since RS232

is not compatible with the present technology. The datat@sining all the necessary requisites acts as a
backbone of the system, Microsoft Access was used atathbase backend and VB (Visual Basic) with its
three design forms as the frontend. The controller thaive& TL logic from the line driver performs
database search for the student’'s name, student’s nuRdxgistration number, subject, hour, class name, e-
mail id and finally the parent web interface. When ttuglent’s tag is passed near by the reader, the number
is displayed on the LCD of the controller and the respestgsion’s attendance automatically updated to
the faculty and the parent interface via internet by thestrétter.

[11] also worked on an RFID based attendance system.K€oatéendance for students in school, college
and university as well as for workers in working places.

[12] designed a wireless fingerprint based class attendgistem to record and obtain the attendance data
of students. It expressed low cost RFID based attendsystem prototype, the system provided several
advantages over conventional method of taking attendanceass. dlhe prototype developed was compact
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and light weighted. Besides, it can run using power adapter erpatwer. Therefore, it is very portable
and can be taken to the class attendance.

[13] designed a time management and access monitoring sysi@gn microprocessor card to monitor
student’s and invigilator's attendance with the records #natkept in the database for administrator's
reference on campus, office or certain area. All dateuoagh by this system could be accessed by teachers
and parents.

A system that was capable to record student’s attendasicg imteractive input generating reports, view
students, generate student’s time-table and lectupeole was proposed by [14]. The system records
attendance using barcode scanner and RFID technology thaimadtaseously collect large quantities of
data with high accuracy, contactless, etc.

[15] implemented a system that takes attendance of studienf filsgerprint sensor module. When the
student enrolls his/her finger on the fingerprint semsodule, his/her fingerprint will match with database
to mark the attendance. Every time the student entersldks, his / her images will be capture by the
camera placed in the entrance. The images will retitlegadentity of the student and take attendance for
that student.

[16] developed an attendance management that used attendanegesafid passwords for authentication.

He designed and implemented a system that authenticatasethbased on passwords, this type of system
allows for impersonation since the password can be dharg¢ampered with. Passwords could also be
forgotten at times thereby preventing the user from aitetse system.

[17] worked on examination attendance system that used Fingespanner, fingerprint of each student will

be taken and rolls name of those whose attendance kedatomputer Software interfaced fingerprint
scanner and LCD and was connected to the network. Itnpilltifingerprint, process it and extract features
of fingerprint for matching. After matching, it wilipdate database attendance records of the students.

[3] studied a WSN using a radio which consists of aor&ihnsmitter and a radio receiver. Both of these
parts must exist for any mote to fully communicatehwthe other motes. The radio, when transmitting,
receives information from the electronic brain and broadcts data to other motes according to the
network connections. In the other direction, when recejvihg radio receives information from another
mote’s radio and transmits it to the electronic brain. fHa#o was connected to the mote base.

3 System Design

This design of a wireless based examination attendancegeraerat was achieved with the system divided
into units of operation and each unit designed as a singtg ant later joined together as one system. The
block diagram of the system is shown in the Figs. 1 afth@h node consists of fingerprint machine which
serves as an interface between the user and the matheaser is required to supply nothing but his or her
fingerprint template and this template will be transmitithe microcontroller using a serial protocol. The
microcontroller then act on the template based on thessefriprograms written on it. The microcontroller
then sends the result of its processing to the server thrbegtansmitter and the server after processing
will also send the response out to the node to which eitieeregistration or verification is required. The
result will then be displayed on the display unit attacbeti¢ node.

3.1 Flow of enroll, verify and identify process

The flow of enroll verify and identify process show thewste in which the fingerprint template supplied
by the user is processed either for enrolment otheraédied registration process or verification and
identification process simply called verification procedsede are shown in Figs. 3 and 4 where FP as used
on the flowcharts means fingerprints.
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Fig. 1. Block diagram of a node
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Fig. 2. Block diagram of the server end
3.2 Match threshold levels

The Match Threshold is a number that represents theeegmvhich verification is performed to ensure that
the user is whom he claimed to be. The Match Thresholdld establishes a balance between False
Acceptance Rate (FAR) and False Rejection Rate (FRi3.has been catered for by the manufacturer and
the threshold level value needs only be specified in the.cdd set up the threshold of fingerprint
identification engine, integer of 1 — 5 can be selected,isrthe lowest identification level and five is the
highest identification level, default is three.

3.3 User ID numbers

Each fingerprint was assigned a user number. This nurshesed to call up the fingerprint template each
time the verification is requested. User identification nuisilban also be called up via the serial port.
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3.4 Authority (status) levels

The fingerprint system has four authority or status levels

¢ Users are people whose identity must be verified, to hasesado the hall.
e Enrollers are users who are authorized to enroll nevs usalelete from the system.

« Administrator can perform other operations, except set advaption and enroll administrator
authority.

e Supervisors are users who have access to all functimhszen modify all the settings in the system.

Manchester Manchester
Serial Coding Manchester Coding
Protocol Coding T
FINGER MICR F E C
MACHINE ONTROLLER ¢
A 4
DISP!
UNIT
DATA
BASE

Manchester
Serial Coding
Protocol

RINT MACHIN

Fig. 3. Overall design of the implementation
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3.5 Material gathering

The first stage of the design is the material gatigennost of the materials used were locally sourceewhil
some were bought from far distance especially the sensoharfthgjerprint module with UART (CAMA
SM-12) which were brought in from China. Some of materiadslly sourced were soldering iron, Lead,
Ferro — board, Programmable IC, AC adaptors, Cutterstipfar the casing, LCD screen.

3.6 Hardware assemblage

The circuit components were locally sourced from the loeaps around the vicinity, after getting all the
components needed for the project, the project was assennesoldered on a Ferro board according to
the specifications of the circuit diagram. This was damé¢hree different Ferro boards as the system has two
nodes and one server. The Plates 1 and 2 shows the pictheeagsemblage for the three parts.

The circuit diagrams used for the fabrications of tloglés and the Server Units are shown in Plates land 2.

Plate 1. Server node circuit assembly Plate 2. Node assembly

4 Testing

Development of wireless sensor network for examinati@nd#&nce management is a process consisting of
two major sections namely;

¢ Registration Section
¢ Verification Section

For registration section, the student will place his orfimgerprint module which is attached to the node.
The node return an ID number after a successful regstrptocess and this ID number or otherwise called
template number will be required of the server in orderampdete the registration of the student in

registration for the course and as well be used by tiedépartment in verifying the registration of each

student. The ICT department will then assign centerfbakvery successful student qualified to write any
examination. The student is then granted an access to heigxamination only if he or she satisfied all the
pre-requisite which include:

« Porter Registration for the course to be examined on.
¢ Full Payment of Tuition as shown by the following GUIs.
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Fig. 6a. Record requirement (student’s record) Fig. 6b. Record requirement (for financial
clearance)
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Fig. 6¢c. Register courses requirement Fig. 6d. Time table requirement

5 Conclusion

In this development, we accomplished the use of wirelessos network for the success of examination
attendance management after verifying student’s regmtratnd payment. This was done by design a
working system to store and use fingerprint of student to tharkttendance of students during an exam.

One of the biggest challenges is the designing of efficiemtanktmanagement architecture to continuously
support WSNs for providing services for various sensor agijsics.

10
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6 Recommendation

A better implementation will require an intelligent traniger and receiver for better speed of transmission
and increased range of coverage distance. Likewise thbarushnodes should be increased so that at least
each examination hall can have its own node in the case oplawdtiams holding simultaneously in a large
institution of learning.
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