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Review Article

ABSTRACT

Digital image authentication techniques have recently gained a lot of attention due to their
importance to a large number of military and medical applications, banks, and institutions, which
require a high level of security. Generally, digital images are transmitted over insecure media, such
as the Internet and computer networks of various kinds. The Internet has become one of the basic
pillars of life and a solution to many of the problems left by the coronavirus. As a result, images
must be protected from attempts to alter their content that might affect important decision-making.
An image authentication (1A) system is a solution to this difficult problem. In the previous literature,
several methods have been proposed to protect the authenticity of an image. Digital image
watermark is a strategy to ensure the reliability, resilience, intellectual property, and validity of
multimedia documents. Digital media, such as images, audio, and video, can hide content.
Watermarking of a digital image is a mechanism by which the watermark is embedded in
multimedia and the image of the watermark is retrieved or identified in a multimedia entity. This
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paper reviews IA techniques, watermark embedding techniques, tamper detection methods and
discusses the performance of the techniques, the pros and cons of each technique, and the
proposed methods for improving the performance of watermark techniques.

Keywords: Image authentication; watermarking; machine learning; image processing.

1. INTRODUCTION

Authentication techniques for digital images have
recently gained great attention due to their
importance for a large number of multimedia
applications, and in general, digital images are
transmitted through insecure media such as the
Internet and computer networks of various kinds,
and the application may require a high level of
security such as military applications. And, as a
result, medical images must be protected from
attempts to change their content, as such
changes may influence decisions based on these
images [1].

A watermark is a seal, signature, or sign placed
within the multimedia, that is, pictures, audio,
videos, and even products, to show the
ownership rights of the product or material to the
owner [2]. Unlike many technigues that seek to
hide or encrypt content, the watermark appears
as a symbol embedded within the material in a
way that does not affect accuracy and
guarantees ownership, and so that it is not
affected by attempts to delete, steal or copy, and
one of the most important things that include the
watermark is money.

A watermark is a stamp, trademark, or symbol
that is embedded in multimedia, such as
photographs, audio, videos, and even objects, to
demonstrate the owner's ownership rights to the
object or content [3,4]. Unlike several other
techniques that aim to conceal or encrypt
information, the watermark exists as a signal
inserted within the material in a manner that does
not impair accuracy or ensure control, and that is
unaffected by attempts to erase, snatch, or
duplicate, and one of the most critical items that
involve the watermark is money [5]. A watermark
can be used in a variety of ways, and similar to
your official signature, it can be applied as a
distinctive mark to your images or designs to
allow consumers to monitor your company [6,7].

Authentication plans are divided into two sections
in the literature: utilizing digital signatures or
digital watermarking [8] (Fig. 1).

Machine Learning (ML) is a data analysis
technique that automates the process of
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developing analytical models. It is a subfield of
artificial intelligence based on the principle that
systems can learn from data, recognize patterns,
and make decisions with little  human
intervention. In recent years, machine learning
has established itself as the preferred tool in a
wide variety of engineering disciplines. Not only
are machine learning techniques used in
traditional contexts such as speech and
handwriting recognition, but they are increasingly
being used at the security-critical applications
[9-11].

Image processing and the internet have
simplified the replication, modification,
reproduction, and distribution of digital

photographs without any loss of content at low
expense, with roughly instant delivery. Web
techniques have evolved and developed so
rapidly that the privacy and safety of data are
threatened [12]. Therefore, The complexities of
the current and forthcoming risks to preserve
digital information include content verification,
copyright security, and duplicate protection
[13-16].

Information security is a result of the need to
transfer private information over insecure internet
networks. In the field of informatics and
communications, authentication is the
mechanism by which it is possible to ascertain
the authenticity of the identity of a person or
entity, as he claims, to prevent identity
impersonation. The main purpose of this paper is
to summarize the opinions and suggestions of
researchers in placing a watermark on images
that help in the promotion and protection of
private data.

This paper reviewed I|A Methods and the
Watermark Approach. in section 1 introduction of
the basic concepts, section 2 listed IA
(techniques, attacks, and performance), in
section 3 details from watermarking (techniques,
attacks, and performance), section 4 discussing
articles on 1A based on a watermarking approach
that have been introduced and published in last
four years. in section 5 Conclusions are drawn
from the research.
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Fig. 1. A scheme for classifying IA systems [1]

2. IMAGE AUTHENTICATION
2.1 Image Authentication Techniques

Image Authentication (lA) techniques are
generally classified into two classes: Active and
Passive Authentication. Active authentication is
the process of embedding a symbol within the
media and guarantees its ownership, it includes
two types digital watermarking and digital
signatures. Passive authentication is used to
detect tampering. It is classified as forgery-
dependent methods and forgery independent
methods. It shown in [17,18] Fig. 2.

2.1.1 Active authentication

Techniques for For the authentication method,
prior image information is indispensable. It
concerns the hiding of data where such coding is

integrated into the image at the time of
generation. The originality of the image is
checked by this code. In addition, active

authentication approaches are categorized as
digital watermarking and digital signatures in two

forms. Digital watermarks are inserted in the
photographs during the collection of the image or
the compilation stage and secondary data,
normally derived from the image, is embedded in
the digital signatures at the point of acquisition.
There was a variety of studies both on digital and
digital signatures. The key disadvantage to these
methods is that prior information on the image
becomes essential at the point of filming with
special equipment [20,21].

2.1.2 Passive authentication

Passive authentication, also known as image
forensics, is a technique for authenticating
photographs without the need for any prior
information other than the image itself. Passive
strategies are predicated on the premise that,
although tampering can leave little visible
evidence, it is likely to change the underlying
statistics [22]. These discrepancies are what
allow for the detection of tampering.
Furthermore, passive techniques are divided into
forgery-dependent and  forgery-independent
categories. Forgery-dependent detection

Image Authentication
Techniques

—

e

W dsemn, weee.
A WY S

Fig. 2. Image Authentication (1A) techniques and forgery detection [19]
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methods are designed to detect particular forms
of forgeries such as copy-move and splicing that
are dependent on the type of forgery performed
on the image, while forgery independent
methods detect forgeries regardless of the type
of forgery performed on the image [23].

2.2 Image Authentication Attack

Cryptographic identification has the disadvantage
of the not strong attached signature. The
conversion of the format and all image
processing operations may be destroyed. The
automated watermarking fills this void where the
signature can be integrated explicitly with the
original filename. Although the watermark still
has the original disk, it does not have to be
individually stored and transmitted. In addition,
once your file is altered, the watermark will
change, which would enable you to understand
not only that your file has been handled but how
it is updated as well [24].

Two new SARI attacks have been proposed. The
first assault is a histogram modification of DCT
coefficients, which preserves the relationship
between two DCT coefficients with identical DCT
mean values. The assault applies to IA systems
that do not use non-zero thresholds [25]. The
second proposed attack is an oracle attack,
which makes use of an oracle to find the secret
pairs employed by SARI while generating a
digital image signature [26-28].

2.3 Image Authentication Performance
IA settings to make it more effective and efficient:

Security: The authentication system must have

authentication data and can completely
overcome risks and fraud attempts and provide a
safer and more diversified use of authentication.
Complexity: It is important to use authentication
algorithms that are more effective and efficient
and easy to apply in real-time and not
complicated or slow

Robustness: To avoid false authentication, the
authentication mechanism must tolerate content
tampering. Only authentication values that apply
a choice rule to service algorithm type are
appropriate. This property is only valid for
algorithms that provide a selective authentication
service [29].

3. IMAGE AUTHENTICATION THROUGH
WATERMARKING APPROACH

3.1 Image Watermarking Techniques

A watermark is a signature or mark that is placed
in multimedia, such as pictures, audio, and video
clips, to retrieve the original copy and prove its
ownership. The watermark appears as an
embedded symbol within the material so that it
does not affect accuracy, guarantees ownership,
and is not affected by deletion or theft attempts.
[30] It is divided into two types, visible (also
known as a public watermark), and invisible
(known as a secret watermark). There are many
places to apply a watermark, whether it is visible
or invisible. Like your official signature, it can be
added as a trademark for your images or designs
so that customers can track your business
through it. Although it provides a solution to
guaranteeing copyright, it may carry flaws if
misused, as it may cause the focus to change in
the image [31], as illustrated in Fig. 3.

image watermarking techniques

an appropriate level of security to protect
Document Based ‘Working Domain Based
Text SS;;E:L frequency [?gr:i;;::_l
Image LSB SVD
Audio ISB DFT

Video Patchwork DWT

DCT

Human Perception

Invisible

Algorithm Based Application Based

Based

Source

Visible Based

Sequential

Destination

Parallel
aralle Beed

Robust

Fragile

Fig. 3. Classification of image watermarking techniques [32]
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This section provides a review of watermark
techniqgues under the spatial domain and
perception-based watermark and a review of the
latest available literature on the topic.

3.1.1 Watermarking based on
domain

the spatial

The watermark is embedded in the original data
using these techniques by directly modifying the
pixel values. Algorithms in this domain are fast,
simple, and capable of extensive embedding.
Additionally, this domain enables multiple
watermark embeddings to increase resistance to
various attacks, particularly geometric attacks
such as cropping, translation, and rotation,
because the possibility of removing all
watermarks becomes slim. The primary
disadvantage of spatial domain-based
watermarking is that it cannot withstand
numerous removal attacks such as noise
addition, sharpening, blurring, and median
filtering. Additionally, determining the embedding
techniqgue used enables the attacker to easily
change or alter the hidden watermark. There are
various techniques for embedding a watermark in
a spatial domain such as least significant
bit(LSB), local binary pattern(LBP) and histogram
modification [33] Show Fig. 4.

Recently, several advancements in LSB
substitution have been suggested, such as a
single-bit, multi-bit, or pseudo-random number
generator. Like A. Soualmi, & et al. [35],
proposed a novel blind effective spatial domain
watermarking technique for ensuring the
accuracy of digital medical images. The
suggested method benefits from the integration
of disorderly sequence and QIM to incorporate
watermark pieces into the MinEigen value
characteristics. The proposed technique is blind,
in that the combined data can be deduced solely
from the key used during the incubation phase,
without requiring access to the original picture or
watermark. The numerical findings demonstrate

LSB

Original image Embedding stage

Binary
watermark

Watermarked
image

a strong level of resistance to experimental
assaults.

M. Vazhora Malayil and M. Vedhanayagam [36],
introduced a novel reversing watermarking
scheme are embedding capacity and capability
medical image recoverability. The original image
capability of the new embedded system is three
times the original image scale, and it is possible
to recover the initial image without any errors in
the absence of attacks. The experimental studies
have observed that the current system performs
picture recoveries with a smaller bit error rate
compared to the popular reversible watermarking
system used. After multiple assaults, Like adding
noise, filtering of images, histogram processing,
etc. on the watermarked file, a thorough
examination of the bit error rate is produced.

M. Ghadi and et al. [37], proposed the use of
texture analysis and association mining
guidelines to provide for IA for blind space-based
image watermarking. The concept is to
categorize  highly  textured locations to
incorporate a watermark into the host picture.
The experimental results suggest that this
approach is capable of generating interesting
imperceptibility, robustness, and incorporation
rate ratios while requiring little execution time.

3.1.2 Watermarking based frequency domain

Watermarking in a frequency domain is
increasingly common because these schemes
have a variety of advantages such as: (i) It is
possible to achieve statistical independence
between pixels as well as high-energy
compression. (i) the watermark is scattered
irregularly over the entire spatial image, making it
more challenging for adversaries to decipher and
interpret the mark. (iii) Watermark can be hidden
into a significant area, thus providing them more
robust against several attacks (iv) Cropping
danger to the spatial realm hardly affects the
domain of transformation [38]. Fig. 5.

Extraction stage Original image

Fig. 4. Watermarking under the spatial domain [34]
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Binary
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Extraction stage Original image
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Fig. 5. IA under transform domain[39]

3.1.3 Discrete Cosine Transformation (DCT)

The (DCT) function determines an image's two-
dimensional discrete cosine transform (DCT).
The DCT has the property that, for a typical
image, the majority of the image's visually
significant information is concentrated in a few
DCT coefficients. DCT is a typical and very
general method of transforming domain
watermarking technique. Background (FM) and
(H) at the lower and right borders appear as the
picture is separated into various frequency bands

(low (FL) in the upper left corner). Middle
frequency band FM, since it does not impair
picture clarity, is the perfect band to embed
watermarks. The watermark can be captured by
human eyes in a low-frequency FL ensemble.
And the FH high-frequency watermark band will
lead along with edges to local distortion. This
method can withstand compression, noise,
sharpening, and filtration attacks. This approach
is easier than the watermarking technique for the
spatial domain [40].

FL

FM

FH

Fig. 6. DCT Frequency 8X8 block [41]

The following defines the two-dimensional DCT of an M-by-N matrix .

Bpq = ap aq YM-%  YNZ3 Amn cos TCMEDP os 7'[(2;11-:]-1)11 ,0<spsM-—-1, 0<qg<N-1 1)
1/VM, 1/VN,
ap={\/— p=0,1<psM-1 aq={ q=0,1<qg=<N-1 2)
2/M J2/N
The values Byq are called the DCT coefficients of A.
The DCT transform is invertible, and its inverse is given by
Ammn = Y Y10 ap aq Bpq cos n(zrzr;l)p cos n(Z;l;l)q ,0sm<M-1,0€sn<N-1 3)
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ap:{l/\/ﬁ. ALE q=0,1<q<N-1 4

J2/M J2/N

The inverse DCT equation can be interpreted as meaning that any M x N matrix A can be written as a
sum of MN functions, where MN represents the M functions and N represents the N parameters.

p=0,1<psM-1 aqz{

n(2m+1 n(2n+1
( )p cos ( )q
2M 2N

ap aq cos , 0<sp<M-1, 0<qs<N-1 (5)
The basic functions of the DCT are known as the components as smooth zones, with high-
basis functions. In other words, when Bpqg are frequency image elements as rough edges as
calculated, the weights each of the basis the HH portion. The intermediate frequency
functions receives are derived.The 64 basis bands of image are used in LH and HL. To
functions are illustrated by this image for 8-by-8 achieve the next levels, the LL band can be
matrices. decomposed further and the decomposition step
proceeds until the desired data regarding the
1 image are obtained. The Fig. 8. indicates two

degradation stages within DWT [34].

LL2 | HL2
f— HH1 HL1 HL1
= LH2 | HH2
Image —
LH1 HH1 LH1 HH1
Fig. 7. An 8x8 matrix has 64 functions (basis Fig. 8. 2 level decomposition of DWT [42]

functions)
A two-dimensional scaling function, ¢(x,y), and
From left to right, and from top to bottom, three 2-D wavelets, wH(x, y), wV(x, y), and wD(X,
horizontal frequencies increase. DC basis vy are required. Each is the product of two 1-D
function: Sometimes called the DC basis fynctions. Excluding products that produce 1-D
fUnCtion, the constant-valued function (DC basis resu“S, like (p(x)w(x), the four remaining products

function) at the upper left corner is known as the  produce the separable scaling function.
DC basis function, and the corresponding DCT

coefficient (Boo coefficient) is known as the DC  yH,, 1) =y o) (6)
coefficient.

V
3.1.4 Discrete Wavelet Transformation (DWT) ¥ ¥ =e0u) (7)
DWT decomposes a given signal into a number WPy =w0w ) (®)
of time series of coefficients describing the
evolution of the signal in the corresponding
frequency band.The image of DWT is divided
into different frequency bands about equivalent
range through multiple resolution breakdowns.
This means that the approach of imperceptible
marking with the separate processing of these
bands by DWT is quite effective. In four sub-
images, DWT divides into 1 rough portion and 3
depth components. Approximation portion as LL
and detailed components as LH, HL, and HH. LL
provides data on a image’s low-frequency

These wavelets measure functional variations-
intensity changes in images- along different
directions: WH measures variations along
columns (for example, horizontal edges), wV
responds to variations along rows (like vertical
edges), and yD corresponds to variations along
diagonals. the directional sensitivity is a natural
consequence of the separability in Egs.(6) to (8);
we simply take the 1-D FWT of the rows of f (X,
y), followed by the 1-D FWT of the resulting
columns. Fig. 9.
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Fig. 9. The analysis filter bank and resulting decomposion

3.1.5 Discrete Fourier Transform (DFT)

The Fourier transform gives functions that are
defined over an unlimited interval. The overlap of
sinusoidal functions lacks periodicity. In terms of
magnitudes and phases, the DFT function gives
a quantitative view of the frequency information.
It is also robust to different geometrical attacks
including rotation, translation, cutting, etc.
Inverted scaling in the Fourier domain reasons
the scale of a spatial domain signal. If the space
scale grows, the frequency and amplitude rise to
maintain a constant area [43].The Fourier
Transform of a function can be derived as a
special case of the Fourier Series when the
period, T—

x(t) = Y . e’ 9)

Where cn is given by the fourier series analysis
equation,

Cn=z [, x(D)eT™% dt (10)
Which can be re written
Ton=[, x()e /"% dt (11)

As T—e the fundamental frequency, w0 =27",

becomes extremely small and the quantity nw0
becomes a continuous quantity that can on any
value (since n has a range of =) so we define a
new variable w =nw0; we also let X(w)=Tcq.
Marking these substitutions in the previous
equation yields the analysis equation for the
fourier trnansform (also called the Forward
Fourier Transform).

X(w) = [T x(e @t dt (12)
Likewise, we can derive the Inverse fourier
transform(i.e., the synthesis equation)by starting

41

with the synthesis equation for the fourier series
(and multipy and divide by T).

x(t) = T4Z_. Cnene0t = 3k=  TCnelne® = (13)
As T—, 1/T= w0 = 2m. Since w0 is very small
(as T gets large, replace it by the quantity dw).
As before, we write w=nwO0 and X(w)=Tcn. A
little work (and replacing the sum by an integral)
yields the synthesis equation of the Fourier
Transform.

+e0 t do

x(1) = XiZ_ o X(w)et —= = if_t: X(w)etdw(14)

21

3.1.6 Singular Value Decomposition (SVD)

SVD was perhaps one of the best linear algebra
methods with any roles in compression
snapshots as defined by Waldemar and Ramstad
in the fields of snhapshot compression (1997).
SVD has probably been the most effective for
watermarking, thanks to its solid architecture and
ability to maintain the maximum visual quality
due to its powerful nature and its ability to
maintain visual quality [39].

Singular value decomposition takes a rectangular
matrix of gene expression data (defined as
A,where A is an x p matrix) in which the n rows
represents the genes, and the p columns
represents the experimental conditions. The SVD
theorem states:

Anxp = Unxn Snxp VTpo

Where, UTU = lun, VTV = Ilpxp (i.e. U and V are
orthogonal)

Where the columns of U are the left singular
vectors (gene coefficient vectors); S ( the same
dimensions as A) has singular values and is
diagonal (mode amplitudes); and VT has rows
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that are the right singular vectors (expression
level vectors). The SVD represents and
expansion of the original data in a coordinate
system where the covariance matrix is diagonal.
Calculating the SVD consists of finding the
eigenvalues and eigenvectors of AAT and ATA.
The eigenvectors of ATA make up the columns
of V, the eigenvectors of AAT make up the
columns of U. Also, the singular values in S are
square roots of eigenvalues
from AAT or ATA. The singular values are the
diagonal entries of the Smatrix and are
arranged in descending order. The singular
values are always real numbers. If the
matrix A is a real matrix, then U and V are also
real.

Below a simple review of the latest papers that

worked on this, R. K. Singh [44] & A. Anand [45],
Proposed a dual system of watermarking
based on a combined DWT and SVD approach.
The key benefits of this technique are that they
have a new approach for various safety
features, and that methodology is an appealing
method for smart healthcare about EPR data
protection.

F. Kahlessenane [46], presented a robust and
blind watermarking technique, enabling
integration in a computerized tomography scan
of an electronic patient record. To ensure
copyright rights of medical photographs, a
watermarking method is established. Patient
information is integrated into this method into the
DWT image coefficients. The bits of the label is
integrated with the combination of parity of
successive coefficients after a topological
reorganization of the LL sub-band coefficients.
The results of the experiment demonstrate the
solution to many geometric or disruptive attacks
give excellent imperceptibility and excellent
resistance.

S. Thakur & et al [47], Proposed a chaotic,
solution to the watermarking of medical images.
Using non-sample contourlet transformations
(NSCT), redundant and discreet wavelet
transformations (RDWT), and singular value
decomposition, the approach is wused to
significantly increase perception and power
(SVD). The solution is ensured by the application
of chaotic medical photographs with watercolor,
encryption of 2-D logistics maps. The
experimental evaluation, when attacked, shows
that the solution is stable, imperceptible, safe,
and suited for medical usage with NSCT, RDWT,
SVD, and disorderly encryption.

42

3.2 Watermarking Attacks

Attacks are the factors or processes which
degrade the strength of the digital watermark.
there are so many new attacks continuously
developed by hackers to affect the watermarking
algorithms and watermark. These main broad
definitions may be used to classify attacks [48].
According to the extensive literature on various
watermarking techniques, extracting or altering
hidden watermark data is not a difficult task for
anyone, as information passes through the
communication channel.However, a critical
characteristic is that the watermarking system
should be sufficiently robust against attacks. Any
processing that results in the harmful detection of
the watermark or impairment of the
communication conveyed by the watermark is
referred to as an attack in a watermarking
system. Then, the watermark data that has been
processed is identified as attacked data. Passive
and active attacks, geometric attacks, removal
attacks, protocol attacks, cryptographic attacks,
blind attacks, informed attacks, tampering
attacks, simple attacks, attacks based on key
estimation, destruction attacks, and
synchronization attacks are all intentional or
unintentional attacks that can affect the
watermarked image in various ways. Some of the
known image watermarking attacks are listed in
this section.[31]

Active Attacks: An active attack occurs
when a hacker discovers and destroys the
watermark itself. An image watermarking
technique frequently implemented involves
utilizing elimination, collusion, masking,
distortion, forgery, duplication,
mistranslation, and scamming. With an
elimination attack, the watermark image
cannot be detected, but in a copy attack, a
copy with no watermark is produced [49].
Passive attacks: A passive attack
happens when an attacker searches for a
watermark and does not mind if the
watermark is erased. To obtain the
information associated to the watermarking
resources, the attacker does not attempt to
modify them. As different levels of passive
attacks are considered for various
important communication goals, different
levels of these attacks can be used to
meet various objectives.[50,51].

Removal Attacks: Such attacks damage
the watermark so that it can erase or
almost remove watermark data in its
entirety. The denoising, measurement (e.g.

a.
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for compression), modulation and collusion
attacks are examples of these attacks [52].
Geometric Attacks: Such assaults can
target the pixels of the image. Like shifting
pixels, image scaling, image rotating
without further visual adjustments. Such
attacks aim to weaken the watermark
quality [24].

Cryptographic Attacks: In such attacks,
they locate the gaps in the key built-in
algorithm and delete watermark
information. Examples include the assault
by (brute force and oracle) attack.
However, if the embedding algorithm is
complicated, the attacks will easily be
constrained [53].

Protocol Attacks: These attacks are
carried out deliberately by attackers to
modify or erase the copyright of the
watermarked image. Copy attacks and
watermark changes are an example of
these attacks. Any active attacks are
malicious and others do not. The image
enhancement or image degradation
techniques may also carry out active
attacks. Geometric attacks, particularly the
projective, are a very destructive form of
active attacks. The projective type adjusts
the image content angle and parallels
while the affine attack type maintains
parallel and angle values[54].

As show in Fig. (10) the classification of
watermarking attacks with subfields.

3.3 Image Watermarking Performances
A. Security

Different encryption methods may confirm safety
under which security levels are determined by
the key. Several approaches, such as chaos-
based, DCT (Discrete Cosine Transform), and
mapping logistics, guarantee the protection and
confidentiality of the embedded watermark [56].
The security of functional magnetic resonance
imaging (fMRI) images in connection with brain
activities is critical. To guarantee the integrity and
accuracy of fMRI images, a watermarking
scheme has been proposed which introduces a
fragile reversible watermark scheme to
characterize images of fMRI which are free of
any formats. The system does not depend on
external metadata [57]. The watermark is
encoded and the safety of the watermarking
algorithm is increased before embedding in
binary = pseudo-random  sequences. The
protective  conditions may be met by
telemedicine, visual imaging, messaging,
multimedia data, etc. [58].

B. Capacity

Capabilities Watermark (also referred to as
payload) assesses the sum of information
embedded into the host image based

on the original data scale [59]. After inserting the
watermark image the capability of

Watermarking Attacks
T

[ [

histogram
equalisation

|

Fig. 10. Classification of watermark attacks [55]

43



Hasan et al.; AJRCOS, 9(3): 34-51, 2021; Article no.AJRCOS.69033

each host image is calculated by the number of
bits. More specifics on watermarks that need a
pre-condition dependent on realistic applications
are challenging, though [60].

In other terms, capability defines the limits of
watermarking knowledge and thereby satisfies
the robustness and imperceptibility  of
watermarking. The capabilities of watermarking
are based on details present in the cover image
to attackers, encoders, decoders, distortion
restrictions, and the mathematical model.
Various methods are used to test problems
during assaults with watermarking. This involves
Gaussian (PGC) theoretical and parallel
channels [61].

Only when the channel capacity is higher than
the number of bits that are embedded in the host
image, the watermark extraction is successful.
The capacity for watermarking was determined
by the detection probability, the probability of
false alarm, and the mean square error. More
watermark data is seen in the host image as
more data is added. In military and medical uses,
though, distortion is not tolerable. Hence the
implementation of watermarking techniques to
minimize distortion by lower capacity in data
embedding. A mixture of IWT, the bit plane
technique, and the Fast Response code (QR),
where the watermark can be transformed into
QR-code, has been suggested. In this regard.
This limits the embedding capacity by the
proposed process [62].

C. Robustness

The requirement for robustness is that after
some conventional signal processing operations
in digital watermark schemes, a watermark may
be detected. These requirements include spatial
filtering, color mapping, scanning, and printing.
Other activities include optical analog (A/D),
digital and digital (D/A), improving images,
cutting, etc. There are many popular techniques
to obtaining a high level of robustness including
redundant incorporation, spectrum spreading,
and watermarking. A successful digital image
watermarking system should also be resilient
against many attacks to prevent unauthorized
distributors  from  deleting or excluding
watermarking data. Not all watermarking
algorithms may be stable at the same level,
depending on the application. Others are
resistant to various image processing processes,
whereas others are vulnerable to additional
attacks. [63]
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4. IMAGE AUTHENTICATION BASED ON
WATERMARKING

To ensure the image authentication with the
watermarking approach with an appropriate level
of security, the safer and more diverse use of
authentication is provided. There are several
common approaches to achieving high durability,
including  over-embedding, diffusion, and
watermarks. A successful digital photo
watermarking system also needs to be resilient
against many attacks to prevent unauthorized
distributors from deleting or excluding watermark
data. Not all watermark algorithms may be stable
at the same level, depending on the application.
Others are resistant to various image processing
operations, while others are vulnerable to
additional attacks. Therefore, robustness can be
classified into robust, fragile, and semi-fragile
[63].

a. Robust: A robust robust watermark helps
to prevent the data from several noisy
assaults, geometrically and non-
geometrically. And after many assaults, the
watermark stays stable and the watermark
is allowed to be detected. In various uses,
including  copyright and  broadcast
management, copy control, and
fingerprinting, this watermark has used
This  watermark. [29]. Robust
watermarking approach for the color of
images is proposed by (A. K. Abdulrahman
and S. Ozturk [64]), that dependent on the
(DCT) and (DWT). With this approach,
several image processing procedures on
the watermarked images, including spin,
redimension, filter, jpeg compression, or
inclusion of noise, have shown the
robustness of the proposed color image
watermark. Experimental results show that
the method suggested resists linear and
nonlinear attacks and preserves the
transparency of watermarked images.
Moreover, A. K. Singh [65], suggested a
robust watermarking method focusing on
(LWT) and in telehealth applications
(DCT). The medical picture of the host is
'signature watermark' and 'Patient Reports'
are '64 to 64' to '80" in height. In addition, a
message-digest (MD5) encodes the
watermark signature, and the BCH error
fixes the patient record with the error
correction code before inserting it into the
host image. Experimental demonstrations
demonstrate the robustness and security
of the procedure against multiple threats
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without significant cover and watermark
distortions.

Fragile: Fragile watermarks are often used
to validate the accuracy of multimedia data
that may include signature details and
content authentication. This watermark
checks  whether the image was
manipulated or not. Normally, it is simple to
execute a delicate method than a robust
one. Binary authentication information was
inserted into the image of the host where
suspect tampering and localization by a
fragile pixel watermarking technique was
used. This led to a visually good result
[66].

Extensive
follow;

research on fragile watermark as

A. Shehab et al. [67], proposed a new fragile
method for medical applications, IA, and self-
recovery watermarking. In the suggested system
the distortion of the image is identified and the
image is taken out. The host image is divided
into 4 blocks, and the single SVD values are
broken down to decide the transformation of the
original image. In the image pixels, the block-by-
button SVD is placed in a minor bit (LSB). The
transformation to Arnold calculates the
integration of self-recovery bits which, even after
high disruptions, restore the original images.
SVD-based watermark information improves IA
and enables multiple attacks to be detected in
the watermarked picture area. The exact position
handling and the PSNR of the image retrieved
are substantially enhanced by the scheme
proposed.

J. J. Shen & et al. [68], proposed a fragile IA self-
embedding  approach  focused on the
decomposition of the singular value (SVD). The
original image was divided into non-overlapping
blocks first, and every block was subsequently
divided into two sections: top and bottom. Using
SVD, the upper and low sections of a block are
authenticated, then concatenated for
authentication code development after the block
split. The assaulting experiments on the original
picture were carried out to assess the robustness
of the suggested technique. In a multitude of
attacks, the experimental conclusions proved to
be quite imperceptible. The suggested method
precisely defined image manipulation and, after
intensive manipulation, was able to obtain the
managed image of high quality.
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N. E. H. Goléa and K. E. Melkemi [69], Proposed
the fragile watermarking medical image tamper
detection area of interest (ROI) based. The
proposed approach is focused on network
propagation, which partitions the message into
packets and provides redundant information for
the processing of errors. One of the main
instruments to monitor digital communications is
the Cyclic Redundancy Check Code (CRC). The
region to be covered is thus considered to be an
error-free post. Therefore, the CRC code focuses
on a common CRC-32 polynomial generator with
certain mathematical properties that are used to
generate a watermark that is located in each
packet's space domain. For anomalies, at the
end of the receipt, the watermark is extracted.
The test results show the validity in terms of
imperceptibility and performance of the proposed
approach to secure and robust assaults.

B. Bolourian Haghighi & et al. [70], proposes a
novel watermarking technique focused on (LWT)
and (FNN) to detect and restore manipulation by
hiding half-fragile data. The proposed approach
outperforms similar works in terms of dominance,
performance, and efficacy for applications
including tamper detection and recovery.

c. Semi-fragile: This type of watermark does
not work correctly in the presence of
malicious transformations, but resists such
transformations. A half-fragile watermark
can be used for IA. A bi-orthogonal
transform (APBT) and a single-value
decomposition  (SVD) algorithm  are
recommended to boost the robustness and
imperceptibility of the watermarking
method. In a neighborhood decided by
selected applicant feature points, the
block-based APBT algorithm is used. To
construct a coefficient matrix for SVD, the
APBT coefficients are used. To increase
imperceptibility and robustness, it was
suggested for the insert of the
watermarked imagery to be focused on the
Discreet wavelet transformation (DWT), all-
phase discrete cosine-biorthogonal
transform (APDCBT), and SVD, which use
high-frequency sub-band (LH and HL)
direct current (DC) coefficients. This
technique is resistant to a variety of signal
processing operations. [71,72]

More research on watermark have been
conducted by the following researchers. These
include;
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Jobin Abraham & et al. [43], used Spatial domain
techniques to produce high-quality watermarked
images to incorporate watermark content. Spatial
domain approaches are popular for delicate
watermarks that sometimes store two or three
minor picture bits of recovery information. Spatial
domain approaches are explored via a robust
copyright scheme. The algorithm is evaluated
with various accuracy tests and the elimination of
watermarks. The results show the imperceptible
watermarking of the model and high strength to
attack.

Swaraja K [73], optimized a novel robust hybrid
for multiple watermarking schemes with the
fusion of DWT and Schur, along with the training
of the optimized FA, rather than the individual
application of DWT, Schur, and FA or the DWT-
Schur/DCTSchur  group. The simultaneous
insertion in a simultaneous test picture of multiple
watermarks (text and image) provides extra
security with  standard ruggedness and
imperceptibility efficiency. The watermarked
image quality is also enhanced with the aid of
Schur and FA, besides the robustness of the
proposed algorithm. The projected approach
uses two strong watermarks to endorse the
actual case accounts and the hospital emblem in
support of the root of the image for genuineness.
The algorithm proposed also focussed more on
enhancing the payload capacity, without
compromising the imperceptibility and
robustness of the algorithm even after different
types of attack. The approach is robust in
contrast to all calculated attacks that achieve a
fair payload capability with the standards visual
consistency of the medical watermarked image.

S. Koley [74], proposed the process embeds two
watermarks into the host picture concurrently.
The proposed scheme is extremely robust
against geometric, signal processing, and hybrid
assaults. Additionally, owing to the inclusion of
the delicate watermark, it is capable of detecting
and localizing picture tampering with extreme
precision.

5. ASSESSMENTS AND RECOMMENDA-
TIONS

Through the literature review of 1A techniques
presented in this paper, the concept of image
content authentication, and the standards
required for an effective watermark-based
authentication system. The watermark framework
has two important processes, embedding, and
extraction. Watermarking schematics can be
categorized into two main groups: spatial domain
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and transform frequency domain based on the
field of work and each has its own set of pros
and cons. The current image watermarking
schematics based on both areas are discussed
in the following subsections.

Spatial domain techniques apply directly to the
original image by manipulating the pixel value
during the embedding process based on the LSB
technique, it is less complex, easy to implement,
more capacitive but it has poor robustness.
suggested several advancements in LSB for
ensuring the accuracy of images and
demonstrate a strong level of resistance to
attacks such as [35-37,75].

While the frequency domain is found to be more
powerful with the embedding process than the
spatial domain, the image with watermark has
good properties such as masking the invisible
watermark bits, and the strength of some kinds of
attacks, moreover, it can define tamper zone. On
the other hand, it can be found that DWT is
better for embedding as compared to DCT or
DFT due to its effective multi-resolution
properties of DWT. The watermarked photo
under the transformation field is imperceptible
and robust than digital watermarked photos [45—
47].

Several watermarking schemes have been
suggested. In the spatial domain, the watermark
is embedded by changing the pixel values of the
original image. In the frequency domain, the
watermark is embedded by changing the values
of its conversion coefficients. The frequency
domain is more powerful and less sensitive when
compared to spatial field methods. While the
implanted technique in the spatial domain is
simple, and it needs few requirements, but the
frequency domain technigue has more
mathematical requirements, and some types are
very complex.

Attack robustness is an important watermark
parameter. It can be difficult to attain reach
absolute against all and their variations of
potential  threats. Thus, the functional
requirement is for an effective attack to affect the
host data such that its economic importance is
greatly reduced until it deteriorates to such an
extent that it cannot be recovered. Power,
durability, payload, and safety were achieved
with DWT, RONI, and DWT-Schur technologies.
But the most important DCT, DWT, and SVD
technologies are used with hybrid methods for
more image security. It should be noted that the
robustness of data rates and imperceptibility also
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needs to be handled and that the optimal swap
will depend on the application[43,64,68—70,73].

6. CONCLUSION AND FUTURE WORK

At the moment, due to the interactive and digital
communication of multimedia data, information
can be easily duplicated. As a result of this issue,
digital image watermarking has become a
significant area of research. Watermarking digital
images with a variety of techniques has become
a critical tool for image authentication, integrity
verification, tamper  detection, copyright
protection, and digital security. We reviewed the
most prevalent state-of-the-art watermarking
techniques in this study. Due to the multi-
resolution characteristics of DWT, DCT, DFT,
and SVD, it can be concluded that they are a
high-quality and robust technique for image
watermarking. The essential requirements for
designing an efficient watermarking system are
robustness, imperceptibility, and capacity.
However, meeting all of these requirements
concurrently is nearly impossible. As a result, an
appropriate trade-off must be maintained
between these three requirements. However,
security remains a significant issue in digital
image watermarking technologies and
researchers face a challenge in integrating loT
and blockchain-based authentication schemes.
In the field of informatics and communications,
authentication is the method by which it is
possible to verify the authenticity of the identity of
a person or entity, as it is claimed, to prevent
impersonation. The digital watermark is a popular
digital data security technique. Digital watermark
deals with the merging of categorized data,
digital watermark techniques have been divided
into three main categories based on the field of
work, the format of the document (text, image,
music, or video), human perception, and
algorithms. This paper reviewed summarize
researchers' suggestions for watermarking
images that help in promoting and protecting
private data. Thus, future work can be expanded
by combining different techniques from diverse
domains to satisfy the three critical requirements
outlined above. Additionally, to enhance
robustness and security, researchers should
concentrate on developing novel, advanced
techniques.
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